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Comprehensive Cyber Security for
Small and Medium Businesses

The Garlick Group LLC offers a comprehensive suite of services

that assure a Small Business is in compliance with all the Laws and Regulations,

provides 24/7 Remote Monitoring and Management Services, and acts as your virtual

Chief Information Security Officer.

RISK AUDIT SERVICES

Undertake a detailed interview audit of your business and office envi-
ronment

Using licensed security audit software, do a cyber audit of your com-
puters and networks (we provide you with an applet to run on your
computers to assemble the data)

Audit the Dark Web for the past 7 years to uncover all places where
your information (e.g. usernames and passwords) are exposed and
for sale and provide you a report

Perform a Penetration Test on your network
Continue to monitor the Dark Web for a year for any breaches.

Provide you with a detailed Risk Assessment Report based on the
above actions, with specific recommendations for improvement and
action (this is key to the regs)

Create or Review your existing Cyber Policies and Procedures to as-
sure they are in compliance with the regulations (

Provide you with an Incident Response Plan

Provide you, your employees, and family members with a year's
Identity Recovery Services should anyone's identity be stolen

Provide you with other documents and tools that are useful in
maintaining your Cyber Security program

Provide online based Cyber Training for all employees
Provide you with a Data Classification Document

Provide you with a Disaster Recovery Planning Template you can use
to develop a Disaster Recovery Plan

24/7/365 REMOTE MONITORING AND vCISO SERVICES

Comprehensive end point protection (Anti-Vitus)
Comprehensive Domain Name Service (DNS) protection
EDR and SIEM
Realtime protection from:
Cyber Criminal Attacks
Ransomware
Crypto attacks
Spyware
Proactive response to any type of attack
Managing and Coordinating Incident Response Procedures
Event monitoring and reporting
Full Patch Management for all devices
Management of Global Policies
Management of individual device Policies

Hardware Asset Management
Software Asset Management
Automated maintenance routines
File management and temporary file cleanup
Disk maintenance, defragging, and cleanup
Maintain a database of warranties, install codes, and registration keys
Comprehensive reporting, including:
Up-time analysis
Threat and attacks
Remote login
Audit reports on hardware and software for Regulatory
Compliance
Cloud Management
Comprehensive Disk Backup and Restore

Should there be an attack that requires a formal Incident Response, The Garlick Group will Chair the Incident
Response Team, coordinate all actions, and provide full documentation of the attack, the response,
and the recommendations for improvement.

The Garlick Group will also serve as the Chief Information Security Officer for your Organization.
General support is included the fee.




